
Ruijie University 
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›
, PC A ping PC B  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

VLAN 20 VLAN 30 
192.168.2.10/24 

192.168.3.10/24 

SWA SWB 

PC A PC B 

SWA SWB PC A
PC B SW B PC B SW A 
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› SWA SWA 

SWA SWB  

192.168.1.10/24 

10.0.0.1/30 

VLAN 40 

192.168.4.10/24 

SWA SWB IP IP
SVI SWA SWB

 

VLAN 30 
192.168.2.10/24 

192.168.3.10/24 

SWA SWB 

PC A PC B 

10.0.0.2/30 

VLAN 30 
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› 1. trunk  

» trunk  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

VLAN 20 VLAN 30 
192.168.2.10/24 

192.168.3.10/24 

SWA SWB 
Gi0/24 Gi0/24 

vlan 800 
interface vlan 800 
ip address 10.0.0.1 255.255.255.252 
interface gi 0/24 
switchport mode trunk 

vlan 800 
interface vlan 800 
ip address 10.0.0.2 255.255.255.252 
interface gi 0/24 
switchport mode trunk 

VLAN10 20
SWA

VLAN10 20 
  

SWB
VLAN10 20,
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› 1. trunk  

» trunk ,
SVI VLAN ID  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

VLAN 20 VLAN 30 
192.168.2.10/24 

192.168.3.10/24 

SWA SWB 
Gi0/24 Gi0/24 

vlan 800 
interface vlan 800 
ip address 10.0.0.1 255.255.255.252 
interface gi 0/24 
switchport mode trunk 
switchport trunk allowed vlan remove 10,20 

vlan 800 
interface vlan 800 
ip address 10.0.0.2 255.255.255.252 
interface gi 0/24 
switchport mode trunk 
switchport trunk allowed vlan remove 10,20 

 9 

› 1. trunk  

» SVI VLAN ID  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

VLAN 20 VLAN 30 
192.168.2.10/24 

192.168.3.10/24 

SWA SWB 
Gi0/24 Gi0/24 

vlan 800 
interface vlan 800 
ip address 10.0.0.1 255.255.255.252 
interface gi 0/24 
switchport mode trunk 
switchport trunk allowed vlan remove 10,20 

vlan 900 
interface vlan 900 
ip address 10.0.0.2 255.255.255.252 
interface gi 0/24 
switchport mode trunk 
switchport trunk allowed vlan remove 10,20 
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› 2. access  

» VLAN  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

VLAN 20 VLAN 30 
192.168.2.10/24 

192.168.3.10/24 

SWA SWB 
Gi0/24 Gi0/24 

vlan 800 
interface vlan 800 
ip address 10.0.0.1 255.255.255.252 
interface gi 0/24 
switchport access vlan 800 

vlan 800 
interface vlan 800 
ip address 10.0.0.2 255.255.255.252 
interface gi 0/24 
switchport access vlan 800 
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› 2. access  

» 1 trunk trunk
SVI VLAN ID ( VLAN ID) 

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

VLAN 20 VLAN 30 
192.168.2.10/24 

192.168.3.10/24 

SWA SWB 
Gi0/24 Gi0/24 

vlan 800 
interface vlan 800 
ip address 10.0.0.1 255.255.255.252 
interface gi 0/24 
switchport access vlan 800 
interface gi 0/1 
switchport mode trunk 
switchport trunk allowed vlan remove 800 

vlan 800 
interface vlan 800 
ip address 10.0.0.2 255.255.255.252 
interface gi 0/24 
switchport access vlan 800 
interface gi 0/1 
swtichport mode trunk 
switchport trunk allowed vlan remove 800 
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› 2. access  

» VLAN  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

VLAN 20 VLAN 30 
192.168.2.10/24 

192.168.3.10/24 

SWA SWB 
Gi0/24 Gi0/24 

vlan 800 
interface vlan 800 
ip address 10.0.0.1 255.255.255.252 
interface gi 0/24 
switchport access vlan 800 

vlan 900 
interface vlan 900 
ip address 10.0.0.2 255.255.255.252 
interface gi 0/24 
switchport access vlan 900 

SWB SVI 900 SWA
10.0.0.1 ping  



 13 

› 3.  

» no switchport
IP  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

VLAN 20 VLAN 30 
192.168.2.10/24 

192.168.3.10/24 

SWA SWB 
Gi0/24 Gi0/24 

interface gi 0/24 
no switchport 
ip address 10.0.0.1 255.255.255.252 

interface gi 0/24 
no switchport 
ip address 10.0.0.2 255.255.255.252 

 14 

•  
› SWA SWB IP

SWA 192.168.3.0/24 192.168.4.0/24 SWB
IP SWB 192.168.1.0/24 192.168.2.0/24

SWA IP  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

VLAN 20 VLAN 30 
192.168.2.10/24 

192.168.3.10/24 

SWA SWB 

SWA(config)#ip route 192.168.3.0 255.255.255.0 10.0.0.2 
SWA(config)#ip route 192.168.4.0 255.255.255.0 10.0.0.2 

Gi0/24 Gi0/24 

SWB(config)#ip route 192.168.1.0 255.255.255.0 10.0.0.1 
SWB(config)#ip route 192.168.2.0 255.255.255.0 10.0.0.1 

  IP  
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•  
›  

» 1. trunk  
SWA#sh ip route 
 
Codes:  C - connected, S - static, R - RIP, B - BGP 
        O - OSPF, IA - OSPF inter area 
        N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
        E1 - OSPF external type 1, E2 - OSPF external type 2 
        i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2 
        ia - IS-IS inter area, * - candidate default 
 
Gateway of last resort is no set 
C    10.0.0.0/30 is directly connected, VLAN 800 
C    10.0.0.2/32 is local host.  
S    192.168.3.0/24 [1/0] via 10.0.0.1 
S    192.168.4.0/24 [1/0] via 10.0.0.1 
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•  
›  

» 1. trunk  
SWB#sh ip route 
 
Codes:  C - connected, S - static, R - RIP, B - BGP 
        O - OSPF, IA - OSPF inter area 
        N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
        E1 - OSPF external type 1, E2 - OSPF external type 2 
        i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2 
        ia - IS-IS inter area, * - candidate default 
 
Gateway of last resort is no set 
C    10.0.0.0/30 is directly connected, VLAN 800 
C    10.0.0.2/32 is local host.  
S    192.168.1.0/24 [1/0] via 10.0.0.2 
S    192.168.2.0/24 [1/0] via 10.0.0.2 
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•  
›  

» 2. access  
SWA#sh ip route 
 
Codes:  C - connected, S - static, R - RIP, B - BGP 
        O - OSPF, IA - OSPF inter area 
        N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
        E1 - OSPF external type 1, E2 - OSPF external type 2 
        i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2 
        ia - IS-IS inter area, * - candidate default 
 
Gateway of last resort is no set 
C    10.0.0.0/30 is directly connected, VLAN 800 
C    10.0.0.2/32 is local host.  
S    192.168.3.0/24 [1/0] via 10.0.0.1 
S    192.168.4.0/24 [1/0] via 10.0.0.1 
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•  
›  

» 2. access  
SWB#sh ip route 
 
Codes:  C - connected, S - static, R - RIP, B - BGP 
        O - OSPF, IA - OSPF inter area 
        N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
        E1 - OSPF external type 1, E2 - OSPF external type 2 
        i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2 
        ia - IS-IS inter area, * - candidate default 
 
Gateway of last resort is no set 
C    10.0.0.0/30 is directly connected, VLAN 800 
C    10.0.0.2/32 is local host.  
S    192.168.1.0/24 [1/0] via 10.0.0.2 
S    192.168.2.0/24 [1/0] via 10.0.0.2 
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•  
›  

» 3.  

SWA# sh ip route 
 
Codes:  C - connected, S - static, R - RIP, B - BGP 
        O - OSPF, IA - OSPF inter area 
        N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
        E1 - OSPF external type 1, E2 - OSPF external type 2 
        i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2 
        ia - IS-IS inter area, * - candidate default 
 
Gateway of last resort is no set 
C    10.0.0.0/24 is directly connected, GigabitEthernet 0/24 
C    10.0.0.2/32 is local host.  
S    192.168.3.0/24 [1/0] via 10.0.0.1 
S    192.168.4.0/24 [1/0] via 10.0.0.1 
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•  
›  

» 3.  

SWB# sh ip route 
 
Codes:  C - connected, S - static, R - RIP, B - BGP 
        O - OSPF, IA - OSPF inter area 
        N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
        E1 - OSPF external type 1, E2 - OSPF external type 2 
        i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2 
        ia - IS-IS inter area, * - candidate default 
 
Gateway of last resort is no set 
C    10.0.0.0/24 is directly connected, GigabitEthernet 0/24 
C    10.0.0.2/32 is local host.  
S    192.168.3.0/24 [1/0] via 10.0.0.2 
S    192.168.4.0/24 [1/0] via 10.0.0.2 

21 
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› 1.PC A TCP/IP  

» PC A PC B IP IP TCP/IP
MAC MAC ARP IP

MAC ARP TCP/IP
SWC SWA PCA MAC SWA PCA ARP

 

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

SWB 
Gi0/24 Gi0/24 

PC A PC B 

S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D (vlan10)MAC 

S PC A MAC 

1 

SWA 

SWC SWD 
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› 2. SWC SWA 

» SWC VLAN 10 access MAC
trunk TAG VLAN10  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

SWB 
Gi0/24 Gi0/24 

PC A PC B S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D (vlan10)MAC 

S PC A MAC 

1 

SWA 

SWC SWD 

2 

S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D (vlan10)MAC 

S PC A MAC 

TAG : VLAN 10  

 24 

› 3. SWA  

» SWA , 192.168.4.0/24 10.0.0.2 SWB IP
SWB  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

SWB 
Gi0/24 Gi0/24 

PC A PC B 

S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D (vlan10)MAC 

S PC A MAC 

1 

SWA 

SWC SWD 

2 

S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D (vlan10)MAC 

S PC A MAC 

TAG : VLAN 10  

3 

 VLAN SWA
SWB MAC\

MAC TAG  



 25 

› 3. SWA  

» MAC MAC SWA ARP SWB IP 
10.0.0.2 MAC IP MAC  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

SWB 
Gi0/24 Gi0/24 

PC A PC B 

S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D (vlan10)MAC 

S PC A MAC 

1 

SWA 

SWC SWD 

2 

S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D (vlan10)MAC 

S PC A MAC 

TAG : VLAN 10  

3 

SWA MAC  10.0.0.1 MAC  

SWB MAC 10.0.0.2 MAC  

TAG  
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› 3. SWA  

» SWA ARP IP MAC  
– SWA SWB MAC ARP

SWA SWB trunk access  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

SWB 
Gi0/24 Gi0/24 

PC A PC B 
1 

SWA 

SWC SWD 

2 3 

ARP  

IP MAC   

10.0.0.2 
SWB SVI 
800 MAC 

Vlan 800 

192.168.1.10 PC A MAC Vlan 10 

MAC  

VLAN MAC   

800 
SWB SVI 
800 MAC 

Gi0/24 

10 PC A MAC Gi0/1 

ARP  

IP MAC   

10.0.0.1 
SWA SVI 
800 MAC 

Vlan 800 

MAC  

VLAN MAC   

800 
SWA SVI 
800 MAC 

Gi0/24 
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› 3. SWA  

» SWA ARP IP MAC  
– SWA SWB ARP  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

SWB 
Gi0/24 Gi0/24 

PC A PC B 
1 

SWA 

SWC SWD 

2 3 

ARP  

IP MAC   

10.0.0.2 
SWB Gi0/24 

MAC 
Gi0/24 

192.168.1.10 PC A MAC Vlan 10 

ARP  

IP MAC   

10.0.0.1 
SWA Gi0/24 

MAC 
Gi0/24 
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› 3. SWA  

» SWA SWB SWA SWB ARP
MAC MAC TAG

 
– Trunk  

– Access  

–  

S 192.168.1.10 

D 192.168.3.10 

ICMP Echo Request  

IP 

MAC 
D (vlan10)MAC 

S PC A MAC 

TAG : VLAN 10  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

SWB 
Gi0/24 Gi0/24 

PC A PC B 
1 

SWA 

SWC SWD 

2 3 
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› 3.SWA Trunk  

» 1 SWA ARP MAC  
– IP IP 10.0.0.2 ARP

10.0.0.2 MAC MAC 10.0.0.2 MAC
MAC SVI 800 MAC  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

SWB 
Gi0/24 Gi0/24 

PC A PC B 
1 

SWA 

SWC SWD 

2 

S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D (vlan10)MAC 

S PC A MAC 

TAG : VLAN 10  

3 

S SWA SVI 800 MAC 

D SWB SVI 800 MAC 

 

ARP  

IP MAC   

10.0.0.2 
SWB SVI 
800 MAC 

Vlan 800 
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› 3.SWA Trunk  

» 2 SWA MAC MAC
Gi0/24 (Trunk) TAG 800 

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

SWB 
Gi0/24 Gi0/24 

PC A PC B 
1 

SWA 

SWC SWD 

2 

S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D (vlan10)MAC 

S PC A MAC 

TAG : VLAN 10  

3 

S SWA SVI 800 MAC 

D SWB SVI 800 MAC 

TAG:VLAN 800 

MAC  

VLAN MAC   

800 
SWB SVI 
800 MAC 

Gi0/24 
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› 3.SWA Trunk  

» 2 SWA MAC MAC
Gi0/24 (Trunk) TAG 800 

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

SWB 
Gi0/24 Gi0/24 

PC A PC B 
1 

SWA 

SWC SWD 

2 3 

S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D SWB SVI 800 MAC 

S SWA SVI 800 MAC 

TAG: vlan 800  
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› 4.SWB PC A PCB Trunk  
– 1 IP ARP IP

192.168.4.10 MAC PC B MAC PC B MAC
MAC SVI 40 MAC MAC  

S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D SWB SVI 800 MAC 

S SWA SVI 800 MAC 

TAG: vlan 800  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

SWB 
Gi0/24 Gi0/24 

PC A PC B 
1 

SWA 

SWC SWD 

2 3 

ARP PC B  
SWB VLAN 40 ARP
PC B MAC  

4 

S SWA SVI 800 MAC 

D SWB SVI 800 MAC 

 
ARP  

IP MAC   

10.0.0.1 
SWA SVI 
800 MAC 

Vlan 800 

192.168.4.10 PC B MAC Vlan 40 
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› 4.SWB PC A PCB Trunk  
– 2 MAC  SWB MAC

TAG Trunk TAG
VLAN 40 access TAG  

S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D SWB SVI 800 MAC 

S SWA SVI 800 MAC 

TAG: vlan 800  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

SWB 
Gi0/24 Gi0/24 

PC A PC B 
1 

SWA 

SWC SWD 

2 3 4 

S SWB SVI 40 MAC 

D PC B MAC 

TAG VLAN 40 

MAC  

VLAN MAC   

800 
SWA SVI 
800 MAC 

Gi0/24 

40 PC B MAC Gi0/1 
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› 4.SWB PC A PCB Trunk  
– 2 MAC  SWB MAC

TAG Trunk TAG
VLAN 40 access TAG  

S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D SWB SVI 800 MAC 

S SWA SVI 800 MAC 

TAG: vlan 800  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

SWB 
Gi0/24 Gi0/24 

PC A PC B 
1 

SWA 

SWC SWD 

2 3 4 
S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D PC B MAC 

S SWB SVI 40 MAC 

TAG: vlan 40  
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› 5.SWD MAC PCB Trunk  
– SWD MAC PC B TAG  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

SWB 
Gi0/24 Gi0/24 

PC A PC B 
1 

SWA 

SWC SWD 

2 3 4 

S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D PC B MAC 

S SWB SVI 40 MAC 

TAG: vlan 40  

5 
S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D PC B MAC 

S SWB SVI 40 MAC 
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•  
› PCB Trunk  

»   

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

SWA SWB 
Gi0/24 Gi0/24 

PC A PC B 1 

2 3 
4 

5 
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VLAN 10 

› 3.SWA Access  

» 1 SWA ARP MAC  
– IP IP 10.0.0.2 ARP

10.0.0.2 MAC MAC 10.0.0.2 MAC
MAC SVI 800 MAC  

192.168.1.10/24 

VLAN 40 

192.168.4.10/24 

SWA SWB 
Gi0/24 Gi0/24 

PC A PC B 

S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D (vlan10)MAC 

S PC A MAC 

TAG : VLAN 10  

1 

2 

S SWA SVI 800 MAC 

D SWB SVI 800 MAC 

 

3 
ARP  

IP MAC   

10.0.0.2 
SWB SVI 
800 MAC 

Vlan 800 

 38 

› 3.SWA Access  

» 2 SWA MAC MAC
Gi0/24 TAG  

S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D SWB SVI 800 MAC 

S SWA SVI 800 MAC 

VLAN 10 

192.168.1.10/24 

VLAN 40 

192.168.4.10/24 

SWA SWB 
Gi0/24 Gi0/24 

PC A PC B 

S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D (vlan10)MAC 

S PC A MAC 

TAG : VLAN 10  

1 

2 

S SWA SVI 800 MAC 

D SWB SVI 800 MAC 

 

3 
MAC  

VLAN MAC   

800 
SWB SVI 
800 MAC 

Gi0/24 
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› 4.SWB PC A PCB Access  
– 1 IP ARP IP

192.168.4.10 MAC PC B MAC PC B MAC
MAC SVI 40 MAC MAC  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

SWB 
Gi0/24 Gi0/24 

PC A PC B 
1 

SWA 

SWC SWD 

2 3 

ARP PC B  
SWB VLAN 40 ARP
PC B MAC  

4 

S SWA SVI 40 MAC 

D PC B MAC 
S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D SWB SVI 800 MAC 

S SWA SVI 800 MAC 

ARP  

IP MAC   

10.0.0.1 
SWA SVI 
800 MAC 

Vlan 800 

192.168.4.10 PC B MAC Vlan 40 
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› 4.SWB PC A PCB Access  
– 2 MAC  SWB MAC

TAG Trunk TAG
VLAN 40 access TAG  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

SWB 
Gi0/24 Gi0/24 

PC A PC B 
1 

SWA 

SWC SWD 

2 3 4 

S SWB SVI 40 MAC 

D PC B MAC 

TAG VLAN 40 S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D SWB SVI 800 MAC 

S SWA SVI 800 MAC 

MAC  

VLAN MAC   

800 
SWA SVI 
800 MAC 

Gi0/24 

40 PC B MAC Gi0/1 
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› 4.SWB PC A PCB Access  
– 2 MAC  SWB MAC

TAG Trunk TAG
VLAN 40 access TAG  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

SWB 
Gi0/24 Gi0/24 

PC A PC B 
1 

SWA 

SWC SWD 

2 3 4 

S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D SWB SVI 800 MAC 

S SWA SVI 800 MAC 

S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D PC B MAC 

S SWB SVI 40 MAC 

TAG: vlan 40  
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› 5.SWD MAC PCB Access  
– SWD MAC PC B TAG  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

SWB 
Gi0/24 Gi0/24 

PC A PC B 
1 

SWA 

SWC SWD 

2 3 4 

S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D PC B MAC 

S SWB SVI 40 MAC 

TAG: vlan 40  

5 
S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D PC B MAC 

S SWB SVI 40 MAC 
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VLAN 10 

› 3.SWA  

» SWA ARP MAC  
– IP IP 10.0.0.2 ARP

10.0.0.2 MAC MAC 10.0.0.2 MAC
MAC Gi0/24 MAC, ARP gi0/24

TAG  

192.168.1.10/24 

VLAN 40 

192.168.4.10/24 

SWA SWB 
Gi0/24 Gi0/24 

PC A PC B 

S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D (vlan10)MAC 

S PC A MAC 

TAG : VLAN 10  

1 

2 

S SWA Gi0/24 MAC 

D SWB Gi0/24 MAC 

 

3 

S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D SWB Gi0/24 MAC 

S SWA Gi0/24 MAC 

SWC SWD 
ARP  

IP MAC   

10.0.0.2 
SWB Gi0/24 

800 MAC 
Gi0/24 
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› 4.SWB PC A PCB  
– 1 IP ARP IP

192.168.4.10 MAC PC B MAC PC B MAC
MAC SVI 40 MAC MAC  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

SWB 
Gi0/24 Gi0/24 

PC A PC B 
1 

SWA 

SWC SWD 

2 3 

ARP PC B  
SWB VLAN 40 ARP
PC B MAC  

4 

S SWB SVI 40 MAC 

D PC B MAC 
S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D SWB Gi0/24 MAC 

S SWA Gi0/24 MAC 

ARP  

IP MAC   

10.0.0.1 
SWA

Gi0/24 MAC 
Gi0/24 

192.168.4.10 PC B MAC Vlan 40 
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› 4.SWB PC A PCB  
– 2 MAC  SWB MAC

TAG Trunk TAG
VLAN 40 access TAG  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

SWB 
Gi0/24 Gi0/24 

PC A PC B 
1 

SWA 

SWC SWD 

2 3 4 

S SWB SVI 40 MAC 

D PC B MAC 

TAG VLAN 40 S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D SWB Gi0/24 MAC 

S SWA Gi0/24 MAC 

MAC  

VLAN MAC   

40 PC B MAC Gi0/1 

 46 

› 4.SWB PC A PCB  
– 2 MAC  SWB MAC

TAG Trunk TAG
VLAN 40 access TAG  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

SWB 
Gi0/24 Gi0/24 

PC A PC B 
1 

SWA 

SWC SWD 

2 3 4 

S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D SWB Gi0/24 MAC 

S SWA Gi0/24 MAC 

S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D PC B MAC 

S SWB SVI 40 MAC 

TAG: vlan 40  
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› 5.SWD MAC PCB Access  
– SWD MAC PC B TAG  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

SWB 
Gi0/24 Gi0/24 

PC A PC B 
1 

SWA 

SWC SWD 

2 3 4 

S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D PC B MAC 

S SWB SVI 40 MAC 

TAG: vlan 40  

5 
S 192.168.1.10 

D 192.168.4.10 

ICMP Echo Request  

IP 

MAC 
D PC B MAC 

S SWB SVI 40 MAC 
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» 1.PC TCP/IP  
– IP IP ARP MAC MAC 

» 2.  
– TAG  

» 3.  
– 1 IP IP 

– 2 ARP IP MAC MAC
IP MAC MAC IP MAC 

– 3 MAC MAC
TAG TAG VLAN ID  

192.168.1.10/24 

VLAN 10 VLAN 40 

192.168.4.10/24 

SWB 
Gi0/24 Gi0/24 

PC A PC B 1 

SWA 

SWC SWD 

2 3 4 

5 
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1  
RG-S2652G 

1102  

1 1  

1  

RG-S5750 

 

192.168.21.10/24 

VLAN 10 
VLAN 20 

192.168.1.10/24 

 

 

OSPF  

RIP OSPF  

2202  

2  
RG-S2652G 

2  

RG-S5750 

2 2  

1  
RG-S8606 

 

2  
RG-S8606 

RG-S8610 RG-S8610 
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• OSPF  
› OSPF Open Shortest Path First  

 

› OSPF  

 

› OSPF (RIP 16 )  

  

› OSPF  

» V2   RFC2328  IPV4  

» V3    IPv6 
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• OSPF  
› Autonomous System  

AS OSPF  

 

› ID Router-ID AS OSPF 32
OSPF Router ID  

  

› Neighbor OSPF Hello 
Hello OSPF 

 

 

› Adjacency
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• OSPF  
›  Hello DBD LSR LSU LSACK 

 

›  

 

› OSPF   

 

 



Hello

DBD

LSR

LSU

LSAck

Link Layer 

Header 
IP Packet Header 

OSPF Protocol 

Packet 

Frame 

Checksum 
acketkekee He

IP 89 
OSPF Protocol Header OSPF Packet Types 

tocol

cket

OSPF Packet Ty

• OSPF  
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• OSPF  
› Hello DR BDR 

 

› DBD LSA LSDB 

 

› LSR LSA 

 

› LSU LSA  

 

› LSAck LSU LSA  
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• OSPF  
› 2-way  

» Hello  

»  

 

› full LSDB  

» LSU LSA
LSDB -----  

» DBD LSR LSACK LSA  

»  

 

›   

» LSDB SPF  

»  
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• OSPF  
› neighbor table  

»  

» Hello OSPF  

 

› LSDB  

» LSA LSDB  

 

 

›   

» OSPF  
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• OSPF  

OSPF 

OSPF  

 
 

Hello  

 

 
Hello  

 

 

 
2-WAY  

 DR/BDR 
 

DR/BDR  

 

DR/BDR  
Full  

 

 

DR/BDR 
 

 

172.16.1.1 172.16.1.2

A B
Down State

Router ID 172.16.1.1

Init State

B

172.16.1.1

A

172.16.1.2

Router ID 172.16.1.2 172.16.1.1

Two Way State

Hello

Hello

• OSPF  
 

 



172.16.1.1 172.16.1.2

A B
Exstart State

, Router ID 1.1

, , Router ID

DBD

DBD

Exchange State

DBD

DBD

• OSPF  
 

 

172.16.1.1 172.16.1.2

A B
Loading State

172.16.10.0

172.16.10.0

LSR

LSU

Full State

LsAck

• OSPF  
 

 

Down 

Attempt Init 

2-way ExStart Exchange 

Loading 

Full 

Hello, 
Hello

NBMA hello
Hello
ID(

Hello) 
 

Hello
RID)

DR/BDR  
 

DD
Master/Slave

DD
 

 

DD  
 

LSR LSU

 

 

• OSPF  
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• OSPF  
›  

» (Broadcast) ——  

» (P2P) —— PPP HDLC 

» NBMA —— ATM Frame X.25 

» P2MP  ——  

 

›  

» NBMA  

» NBMA DR/BDR  

 

Ethernet 

10.1.1.1 10.1.1.2 

10.1.1.4 10.1.1.5 

BDR DR 

DR other DR other 

DR(Designated Router, ), DR
LSA  

• OSPF  DR 
 

 

10.111111 .1 10.11 .1
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• OSPF   
› OSPF Ruijie(config)# router ospf process-id   

› OSPF ID   

          Ruijie (config-router)# network ip-address wildcard-mask area 0  

      S5750-A 
192.168.12.0/30 

172.16.1.0/24 
172.16.2.0/24 
172.16.3.0/24 
 
 

.1 .2 

S5750-B 

router ospf 100 
network 172.16.0.0 0.0.255.255 area 0 
 network 192.168.12.0 0.0.0.3 area 0 

172.17.1.0/24 
172.17.2.0/24 
172.17.3.0/24 
 
 

router ospf 100 
 network 172.17.0.0 0.0.255.255 area 0 
 network 192.168.12.0 0.0.0.3 area 0 

S5750-A#sh ip route 
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP 
…… 
C       192.168.12.0 is directly connected, FastEthernet0/0  
     172.17.0.0/24 is subnetted, 3 subnets 
O       172.17.1.0 [110/2] via 192.168.12.2, 00:01:44, FastEthernet0/0  
O       172.17.3.0 [110/2] via 192.168.12.2, 00:01:44, FastEthernet0/0  
O       172.17.2.0 [110/2] via 192.168.12.2, 00:01:44, FastEthernet0/0 
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• OSPF   
› OSPF show ip ospf neighbor 

 

 

 

 

 

 

 

 

› OSPF show ip ospf neighbor 

      
S5750-A#sh ip ospf nei 
 
Neighbor ID     Pri   State           Dead Time   Address         Interface 
172.17.3.1        1   FULL/BDR        00:00:32    192.168.12.2    FastEthernet0/0.12 

S5750-A#sh ip protocols  
Routing Protocol is "ospf 100" 
  Outgoing update filter list for all interfaces is not set 
  Incoming update filter list for all interfaces is not set 
  Router ID 172.16.3.1 
  Number of areas in this router is 1. 1 normal 0 stub 0 nssa 
  Maximum path: 4 
  Routing for Networks: 
    172.16.0.0 0.0.255.255 area 0 
    192.168.12.0 0.0.0.255 area 0 
  Routing Information Sources: 
    Gateway         Distance      Last Update 
    172.17.3.1           110      00:09:15 
  Distance: (default is 110) 
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• OSPF   
› OSPF  Show ip ospf interface 

        R01#sh ip ospf interface fastEthernet 0/0.12 
FastEthernet0/0.12 is up, line protocol is up  
  Internet Address 192.168.12.1/30, Area 0  
  Process ID 100, Router ID 172.16.3.1, Network Type BROADCAST, Cost: 1 
  Transmit Delay is 1 sec, State DR, Priority 1  
  Designated Router (ID) 172.16.3.1, Interface address 192.168.12.1 
  Backup Designated router (ID) 172.17.3.1, Interface address 
192.168.12.2 
  Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5 
    oob-resync timeout 40 
    Hello due in 00:00:01 
  Index 1/1, flood queue length 0 
  Next 0x0(0)/0x0(0) 
  Last flood scan length is 0, maximum is 1 
  Last flood scan time is 0 msec, maximum is 0 msec 
  Neighbor Count is 1, Adjacent neighbor count is 1  
    Adjacent with neighbor 172.17.3.1  (Backup Designated Router) 
  Suppress hello for 0 neighbor(s) 

• OSPF HELLO  
 

 

Options E-
bit
——  

HELLO

• HELLO OSPF  
 

 

Hello

• DBD  OSPF MTU  
 

 

OSPF  MTU  
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1  
RG-S2652G 

1102  

1 1  

1  

RG-S5750 

 

192.168.21.10/24 

VLAN 10 
VLAN 20 

192.168.1.10/24 

 

2202  

2  
RG-S2652G 

2  

RG-S5750 

2 2  

1  
RG-S8606 

 

2  
RG-S8606 

RG-S8610-B RG-S8610 A 

OSPF  

172.16.11.1/30 

172.16.10.5/30 

172.16.10.1/30 172.16.20.1/30 

172.16.20.5/30 

172.16.21.1/30 

172.16.1.1/30 
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router ospf 100 
 network 172.16.10.4 0.0.0.3 area 0 
 network 172.16.10.0 0.0.0.3 area 0 
 network 172.16.1.0 0.0.0.3 area 0 

S8610-A  

router ospf 100 
 network 172.16.11.0 0.0.0.3 area 0 
 network 192.168.1.0 0.0.0.255 area 0 

1  

1  

router ospf 100 
 network 172.16.10.4 0.0.0.3 area 0 
 network 172.16.10.0 0.0.0.3 area 0 
 network 172.16.11.0 0.0.0.3 area 0 

router ospf 100 
 network 172.16.20.4 0.0.0.3 area 0 
 network 172.16.20.0 0.0.0.3 area 0 
 network 172.16.1.0 0.0.0.3 area 0 

S8610-A  

router ospf 100 
 network 172.16.21.0 0.0.0.3 area 0 
 network 192.168.21.0 0.0.0.255 area 0 

1  

1  

router ospf 100 
 network 172.16.20.4 0.0.0.3 area 0 
 network 172.16.20.0 0.0.0.3 area 0 
 network 172.16.21.0 0.0.0.3 area 0 
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• OSPF   
› cost ruijie config-if #ip ospf cost   

      
S5750-A 

192.168.12.0/30 
172.16.1.0/24 
172.16.2.0/24 
172.16.3.0/24 
 
 

.1 .2 

S5750-B 

router ospf 100 
network 172.16.0.0 0.0.255.255 area 0 
 network 192.168.12.0 0.0.0.3 area 0 
 
interface FastEthernet0/0 
 ….. 
 ip address 192.168.12.1 255.255.255.252 
 ip ospf cost 10 

172.17.1.0/24 
172.17.2.0/24 
172.17.3.0/24 
 
 

router ospf 100 
 network 172.17.0.0 0.0.255.255 area 0 
 network 192.168.12.0 0.0.0.3 area 0 

S5750-A#sh ip route 
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP 
…… 
O       172.17.1.0 [110/11] via 192.168.12.2, 00:01:44, FastEthernet0/0  
O       172.17.3.0 [110/11] via 192.168.12.2, 00:01:44, FastEthernet0/0  
O       172.17.2.0 [110/11] via 192.168.12.2, 00:01:44, FastEthernet0/0 
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1  
RG-S2652G 

1102  

1 1  

1  

RG-S5750 

 

192.168.21.10/24 

VLAN 10 
VLAN 20 

192.168.1.10/24 

 

2202  

2  
RG-S2652G 

2  

RG-S5750 

2 2  

1  
RG-S8606 

 

2  
RG-S8606 

RG-S8610-B RG-S8610 A 

OSPF
network

 

S8610-A
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•  
› 1.  

› 2.OSPF 5  

› 3.OSPF  

› 4. OSPF   

› 5. OSPF  

› 6. MTU OSPF  
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• 0SPF  
› LSDB  

› LSA  

› SPF  

›
 

LSA

SPF

,



• OSPF  
›    area 

›  

» LSA
 

»  

»  

ABR ABR 
Area  a 0 

Area  a 1 Area  2 

ABAAAAAABAAAAAA R AA

2

• OSPF 2-layer hierarchy  
›  

›  

› ID area 0 

Area 0 

Area 1 

Area 2 
Area 3 

Area 4 

Area 0

Area 0 

• OSPF  
› IR  Internal  Area Router  

» Area  

»  LSDB  

 

› ABR  Area Border Router  

» area 0 

» ABR LSDB 

» ABR  

» ABR ,  

• OSPF  
›  BR  Backbone Router  

» Area 0  

» D-V ,
 Area 0, Area 0  

 

›  ASBR  AS Boundary Router  

»   

• OSPF  

Area 0 

Area 1 

Area 2 

IR  

ABR
 

BR  

ASBR AS
 

RIP
AS 

• OSPF  LSA 
 

 



    

• LSA  
 

 

• LSA1--- LSA 
› LSA1,  

› LSA1 ABR 

› LSA ABR(B ),ASBR E Virtual-
link V  

› LSA Option ( E)  

 

Link 3 Description
Link 2 Description
Link 1 Description

Number of Links =3
Router ID = 192.168.30.10

Type = 1

Link 3 Description
Link 2 Description
Link 1 Description

Number of Links =3
Router ID = 192.168.30.10

Type = 1

Link 3 Description
Link 2 Description
Link 1 Description

Number of Links =3
Router ID = 192.168.30.10

Type = 1

Link 3 Description
Link 2 Description
Link 1 Description

Number of Links =3
Router ID = 192.168.30.10

Type = 1

Link 3 Description
Link 2 Description
Link 1 Description

Number of Links =3
Router ID = 192.168.30.10

Type = 1

Link 3 Description
Link 2 Description
Link 1 Description

Number of Links =3
Router ID = 192.168.30.10

Type = 1

• LSA2--- LSA 
› DR  

› LSA2 ABR 

 

 

Attached Router = 192.168.30.30
Attached Router = 192.168.30.10
Attached Router = 192.168.30.20
Subnet Mask = 255.255.255.248

192.168.17.18
Type = 2

Attached Router = 192.168.30.30
Attached Router = 192.168.30.10
Attached Router = 192.168.30.20
Subnet Mask = 255.255.255.248

192.168.17.18
Type = 2

Attached Router = 192.168.30.30
Attached Router = 192.168.30.10
Attached Router = 192.168.30.20
Subnet Mask = 255.255.255.248

192.168.17.18
Type = 2

Attached Router = 192.168.30.30
Attached Router = 192.168.30.10
Attached Router = 192.168.30.20
Subnet Mask = 255.255.255.248

192.168.17.18
Type = 2

 

888888
888888
888888
555555

888888

Attached Router = 192.168Attached Router = 192.168
Attached Router = 192.168Attached Router = 192.168
Attached Router = 192.168Attached Router = 192.168
Subnet Mask = 255.255.25Subnet Mask = 255.255.25

192.168.17.18192.168.17.18
Type = 2Type = 2

Attached Router = 192.168Attached Router = 192.168

• LSA3--- LSA 
› ABR  

›  

› LSA3 DV  

 

Metric = 120
Mask = 255.255.255.240

192.168.13.16
Type = 3

Metric = 120
Mask = 255.255.255.240

192.168.13.16
Type = 3

Metric = 120
Mask = 255.255.255.0

172.16.121.0
Type = 3

Metric = 120
Mask = 255.255.255.0

172.16.121.0
Type = 3

Metric = 120Metric = 120
Mask = 255.255.255.240Mask = 255.255.255.240

192.168.13.16192.168.13.16
Type = 3Type = 3

Metric = 120Metric = 120
Mask = 255.255.255.0Mask = 255.255.255.0

172.16.121.0172.16.121.0
Type = 3Type = 3

• LSA5--- LSA 
› ASBR AS Stub NSSA

 

› LSA5 OE2 OE1 

 

Metric = 20
Mask = 255.255.255.0

10.1.1.0
Type = 5

• LSA4--- ASBR LSA 
› ABR LSA1 LSA4 ASBR  

› LSA3 ASBR RouterID 

› LSA4 ABR Type5 LSA 

Metric = 64
Mask = 0.0.0.0
192.168.30.12

Type = 4

Metric = 64
Mask = 0.0.0.0
192.168.30.12

Type = 4



• LSA7 ---  
› ASBR NSSA(  not-so-stubby area ASBR

LSA5 LSA 7 

› LSA 7 NSSA NSSA ABR NSSA  ABR
LSA 5  

› ON2 ON1 

• OSPF   
›

ASBR 

Ruijie(config)#  router ospf 1 

Ruijie(config-router)# redistribute  subnets metric  metric-type 

O E2  O E21(metric-type 1) 

 

›  

Ruijie(config)#  router ospf 1 

Ruijie(config-router)#default-information originate [always ] 

• OSPF  
›  > > E1 > E2  

› cost  

› E2  cost , ASBR  

• OSPF  
› lsa  

› ABR LSA  

› ABR LSA3  

› ASBR LSA5 LSA7  

› : 

 ABR: 
ruijie config-router #area   range    not-advertise  cost 
  
ASBR: 
ruijie config-router # summary-address    not-dvertise  cost  

• OSPF  
› (Backbone Area 0): , ( )

;  

 

› (Standard Area) 

» OSPF  

»  

 

›  Stub Area  

»  

» ABR 0/0 (LSA3) stub  

• OSPF  
› (Totally Stubby Area) 

»  

» ABR 0/0 (LSA3) stub  

 

› NSSA  Not-so-stubby Area  

» LSA5 stub  

» LSA 7  

» LSA7 NSSA , ABR LSA5 

» ABR 0/0  

 

› NSSA (Totally  NSSA) 

» NSSA ABR LSA3 NSSA  

» ABR 0/0 (LSA3) NSSA ; 



• OSPF LSA  

ABR ABR 
Area  0 

Area  1 

Area  2 Stub   
NSSA   

LSA 1/2/3  

LSA 3 0/0  

LSA 1/2/3/4/5  

LSA5  

LSA 1/2/3/7  

  
  

Area 3  

LSA7  

LSA5  

LSA 1/2/3/4/5  

A
LSA 4/5  

• OSPF LSA  

Area Type            LSA  1&2 3 4 5 7 

(Area 0) Yes Yes Yes Yes No 

(Non-area 0) Yes Yes Yes Yes No 

 (Stub Area) Yes Yes No No No 

 (Totally Stub Area) Yes No* No No No 

NSSA  (Not-so-stubby Area) Yes Yes No No Yes 

• OSPF  
›  

 Ruijie (config-router)# network ip-address wildcard-mask area 0  

 

› stub  

 Ruijie (config-router)# network ip-address wildcard-mask area 0 stub 

 

› Totally stub  

ABR: Ruijie (config-router)# network ip-address wildcard-mask area 0 stub no-
summary 

 Ruijie (config-router)# network ip-address wildcard-mask area 0 stub 

 

› nssa  

 Ruijie (config-router)# network ip-address wildcard-mask area 0 nssa 

 

 

• OSPF  
› LSA LSA  

» ABR ASBR  

» Stub ,Totally Stub, NSSA, Totally-NSSA  

» LSA  

ASBR 

Area1 
Area0 

  

External AS 

ABR 

•  
›  

 

›   

»  

»  

»  

 

›  

»  

• OSPF  
›  

»  

»  default-information originate 

»  default-information originate  always 

» LSA TYPE5 LSA 

ASBR Loo0:2.2.2.2 
Area2 

Area0 

Area1 
Default route LSA5 

Default route LSA5 Default route LSA5 

default-information originate [always] 

a1



• OSPF  
› STUB STUB  

»  

» LSA TYPE3 LSA 

» LSA Stub Stub  

Area0 

Area1 

ABR 
STUB or TOTAL STUB 

Area2 

• OSPF  
› NSSA  

»  

» ABR ASBR  

» ABR ABR  

» ASBR ASBR  

» LSA TYPE7 LSA 

• OSPF  
› NSSA  

» ABR  

» LSA TYPE3 LSA 

» LSA NSSA  

Area0 

Area1 

ABR 
TOTAL NSSA 

Area2 

nssa no-summary 

• OSPF  

 
 

  
 

LSA
 

 

 default-information originate   ASBR √ 5  

default-information originate  
always  

ASBR 5  

STUB √ ABR 3 STUB 

STUB 
√ ABR 3 STUB 

NSSA area * nssa default-information-
originate 

ABR 7 NSSA 

area * nssa default-information-
originate 

ASBR √ 7 NSSA 

NSSA 
√ ABR 3 NSSA 
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•  
› 1.  

› 2.OSPF LSA  

› 3.OSPF  

› 4. OSPF  
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140.1.3.1/24 

140.1.1.4/24 

130.1.1.3/16 

140.1.2.2/24 

120.190.1.1/16 

120.190.1.2/16 

130.1.1.1/16 
140.1.1.1/24 

140.1.3.2/24 

140.1.2.1/24 

202.1.0.0/16 
160.1.5.0/24 

Area 1 

140.1.5.1/24 

140.1.5.2/24 

140.1.4.2/24 

140.1.4.1/24 

Area 0 
R3 

R42 
111114

22R42R42R42R42R42R42R422R42422R422R42R422R42R422R42R42222424242242R42R424R4R4R44444444R444RRRRRRR44R4444R44R4R4RRRRRRRRRRRRRRRRRRRRRRRR444444

1424

1

20202

4444444444444444444444444
12

1 66666666666666

00000000000
R3R3R3R3R3R3R3R33R3R3R33R3R33R333R33R3R3R33R3R3R33R33R3R3R3R3R3R33RRRRRRRRRRRRRRR
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Y 

N 

Permit  

N 

 

N 

Y Y 
 
 
 
 

Set Match 
Router(config-route-map)#match ip address {access-list-number | 
name} [...access-list-number | name]  

Router(config-route-map)#match length min max 
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